(19) 




JAPANESE PATENT OFFICE 



PATENT ABSTRACTS OF JAPAN 

(11) Publication number: 11239169 A 

(43) Date of publication of application: 31.08.99 



(51) Int. CI H04L 12/54 
H04L 12/58 
G06F 13/00 




(21) Application number: 10041446 

(22) Date of filing: 24.02.98 


(71) Applicant: SUMITOMO ELECTRIC IND LTD 

(72) Inventor: KOREKAWA NORIO 

NAKAMORI KOSHU 
MAEYAMA YOSHIKUNI 


(54) FIREWALL DEVICE COPING WITH ELECTRONIC performed by using it. 
MAIL 

COPYRIGHT: (C)1999,JPO 



(57) Abstract: 

PROBLEM TO BE SOLVED: To safely utilize an 
electronic mail server of an internal communications 
channel from an external communications channel by 
requesting electronic mail to the electronic mail server 
corresponding to a request from a user by an electronic 
mail transfer request representing means after a 
prescribed procedure and transmitting a response from 
the electronic mail server to the user. 

SOLUTION: Relating to a firewall, after the user 3 
connected to a communications network 4 is 
authenticated by a user authentication means 11, the 
electronic mail is requested to the electronic mail 
server 2 corresponding to the request of the user 3 
instead of the user 3 by the electronic mail transfer 
request representing means 13 and the response from 
the electronic mail server 2 is transmitted to the user 
3 by an electronic mail transfer response representing 
means 14. Since authentication by the user 
authentication means 11 is performed by a disposable 
password, even when an intruder eavesdrops the 
disposable password, authentication can not be 
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[»JH] * flips' h^^i^y^y/^' 



1 

9, ^rop^fesaff * y h 7 — ^ (4) fl>feo»{SS: 
5S«Wtc8UWiift^s/ h 7-^ (5) [:git57rY 

a«*s>h!7-* (4) ic«^ar^5^-f C3) 
Sr. tt^J&T'*;* 7— KSrMt^TffiSE-rs^ — if8BfiE# 
* (1 1) t* ^~if (3) 0«^;*-/u<Z>*#fc:jSC 
Tiiff^^h^ — ^ (5) fcL«fic£*lT^Sfflr?-;*-- ^ 

if-/< (2) (c^-Lr^T-^-zKc^-r^^^^ftfT-r 

5«-7-^-/HEiS35*tt31^S (13) ir, 

p<-/Uif-^ (2) a>fbOj£^£^-if (3) Mi£ 

m-f%m t ^F*-^mmfcm'tm^& a 4) ir&^u 

itft^yh?-^ (4) IC*3Bt*ixr^S3.— 9 s (3) 
^^lE^tf ^otff:, ^(D^-^f (3) oftfc*?^ 

— if (3) ^og^cj^CTm^-A-if (2) 

^«^^— /K7>53R*rfT ^\ flrF* — /Uif — (2) 

0, ^:<7>rt(7>fc5ii(t^^ h 7 — ^ (4) ^bcOalftS: 
allRW^SUOiSff^y h!7 — ^ (5) C^t^yr-f 
7 /^Slwfc^T, 

iift^s/hi^-^ (4) K«J«£ixT^&^--if <3) 

7- KSriiff^y h !7 — ^ (5) *c«jffi$*tT^5fME 
if-/* (8) (C^ftLT^-^fEcooT^^Ppl^^^S 
3--ifBijEBg-&^« (15) 
— if (3) <z>fflrF-;* —/i^^Jfrf-JS Cra«* s> h 7 

(5) K«8fc£;h,T^5tt-?-* — /l^if — ✓< (2) tC 
«B3jt«;S3Ma: (13) £ , 

tt^-^if-'* (2) ti*h — (3) tCj* 

ft-T5«-7 : ^-/HBiSJ4;« : «:3l^« (1 4) fc&^TU 
«fi*s>h!7-^ (4) tc*«Sixr^63.-1f (3) 
#B8Eif-^ (8) *c£oTB!ES*L7fcftt£, -£<o^- 
if (3) coftfcflCi^-if (3) a>fecDK5fcKJSCT« 
(2) tcm^-^o^^rfir^ «^ 
^-A-f--^ (2) a>fcOjS«:£^.-if (3) (ci£ff i~ 
5 c £ £1" 51^ -;^7r Y r £ i—zi^m 

So 

a — if (3) Wtt^—A-if — (2) 

- KRSriiW^y h !7-^ (5) fcSJKS *xT^5/<J* 
7- KlH«K»^e>ft»i-5^^ !7- KSt»^« (1 
6) £^L, 

5i«*yh!7-^ (4) lC«3IKSttr^S^ — if (3) 
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7— Kftf#^gfe (16) 3&^»t/^7-KRS:ffior 

m^-^-^if-^< (2) tc*f-rs«^-^-^cos**ff 

ft5:i: i:t5«f> — a^jS 7 t 7 $ & — 

Sic 

[f**ZI4] l**Jl3tClB«^«^p<-^a-JS:7T^7' 

/<? 7 — KWSrttoT*-?^ —yu^—^ ( 2 ) 

^>-^M7r-{7^"^io 
[0 0 0 1 ] 

KimESixftW af&^v^A- (EjLT, rtflsaft^ 
■YV^/u) ^8^5 7,7^7^-^81 (BIT, 

rt»afaf L ^>^^«-*tt*nru^s« J ? : ^--/uif 

[0 0 0 2 ] 

it£*«oa*i ahm-vm** h^^^ci 

3tc^-T e H 3 tv:d3^^T. 2 2 tt-Y ^ h 7^ y V &mf& 

-rsaft^^^^-cfcSo 813-ett, «si!/y^ 
»«f, M<?)h^D^r«t5ri^r^5o 21 

l**^;*—/^ if— So ^Srtt^ Lfci^t* 

ISM*, "T^fe-fe, ^.-iffi, S^wft^tS^ytfa 
(J^T, ^-ifffl=i yb'^-^) S:«or, 

-fffl3yt'a-^ 2 3, 2 4, -Sr«oTiSmLfc« 
/Ki, — J.«^F-p<— yuif — ^2 1 t-*i(bn, # 
BtcjcSCr, ^t?W^ix5o ^SrW^F-^-^if 
-^2 l**ib*<3 ffi-TBRtt. *-if*. /^^7-KS:« 

. J:or, 3— ifcoBHEA^tT&^ixSo 2 2 14, ^Urt 
* (£JLT. ^A#) ^ 2 2 {C«£nTlf^fl»»«r^FiE^A 



3 

±mft<^<D±hA*) *»ji«-rsr. t\c£ox, mm$)\z. 

2 2li££#4ftfcixT^5 0 *>a>54§-&ra\ A- 

[0 0 0 3 ] Y h 7* if K22 *-^«aft^-V 

^yh2 2 ortSE^^^^S^ffliiftf -T >*^2 8 tc 

> h/^y b 2 2\zffitizA,1* 9 Lftt^J; 5 7r-f 
T — t\s 2 0 SrRlt 6c 7r-f/^"^2 0ij:, X 

* i/*fv 2 8 ora-eaifflS-ti:, ^;h,B^<aaft*:ifiWr*" 
hco^co^— iH-#u — ^-fr — 2 1 co 

aft (ff'j^ii, — ^<z>sjr<z>#) ^asaft^ 

*l/*/i'2 8^h-(^ h7*y h 2 2 — aiA $-*i:5Rffi 
^tx.bil5o S£Stf**^l^*fel£ft52 s , m^^- 

s> f- !7-^*»feWN^ffi-*-;: £<*: 
ftS* fcffb, — 2 l ^co^x — if^ £^ 

Ktf*5p3tW***Cre:, ^aft^-r >-^/L-2 8 £: 

£5I&fiE£ UTIi, P'jjitt, RFC1939 (ftp: 
// ds. internic. net/rfc/rfc 
1 9 3 9. txt) l:S$StLt^5POP3 (Pos 
t Office Protocol— version 
3) tf)APOP3vyh v 4ftIt5:iW#5« CCD 

tiirsa^Si 5^ftS «**Sffia) o 7r 

^£ ^ £ 5 BE* 7 7 <{ T £ *-/Hctaft 6 k ^ 5 
«fifc «S»b) t>* -fftfe^ 

ft 5 £^ 5«J«T*>S 0 
[0 0 0 4 ] 

APOPa^^Ktftill tt^* — 
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S 0 l^l, •^-/McH^SK^tt^rW'T**- 

r^y h7^7h2 2 ia^^ £ icfts 0 -rsi, m^* 

4 > b 7* y b 2 2 (OfiiS^SSriOo/tBS^^, aft 
#ft^o wixtt, POP3OAP0P3vyK(0jBt!)t 

[0005] tWbr-it 77-f r#*— /Hcaa-r 

^ 5SME£8¥i^fttt*Ui* -/M^PhT safit>a 

r^T r/^-/i— co^HE^^^, P O P 3 -^(OfSiiE^ 

[0006] B±c^^(c:. ^SeKtfftc^s^as^^ h 7 
*HWtcffi^ttJc>:^-5 («fe*«tffa) 3&*, jR*ft*as 
btitoot, <c*3, APOP3-7yKliPOP3o 

*tcjcSCT*JS$^SO^#aT-*>S, APOP^^y 

^ / h 7 - ^ ft ^ t ^ 5 o-CWtH 5 . {Rd, A 

POP^^y KwfcStf^-^f^^^^tS ^ ft 

— ^ttisfifc* 5 rtris^ixr^ft^cor*, ms^tt, ± 

aft ^-^^^fertfflaftf--r /^/k?)^^^ — 
- ^ m -r s ^« ^ «t»-r s t> o r- *> s 6 

[ 0 0 0 7 ] 

5(7 [!3HH£fl?&-f Sfc#><7>#i&] EI 1 f-»3ftJH 1 £ 3 £ 4 
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5 

1 5^r-t)^<, a«* y v 4 {zm^^ti 

fflAffi^^tra. — ^*«tNT, ^-if3^aff^ s/ h i7 /<? 

4 titt^i^»^t-/< 2 r*^ a 

fff^y h I7 — ^ 5K*««£jh/0>5tew3£fi^ — if** 

m-^-^^ff -rsteasrffttpo ^— if3j*« 

HI Lti/^o 

[0 0 0 8 ] 12 left** 2 £ 3 t 4 &^^*>-ti:7t;7 

fc*j*$ixfcBiiEif— & , aft* ^ h !7 — ^ 5 itf 
«JKSix&flilcoK«^feoif5ft^jS^r, ^-ifcoBiE 

[0 0 0 9 ] »JfciRl t:J:S7r'fr!>t-/Hl, ilff 

-if 3 cott^-j* — a^KjJU-J© 1ST 5 Ktttt SixTi^S 
m^*^ ->ui>— 2 \z.M LT«^* — /HcBfl-fSIMfcS: 
S«^-p«-^teiS&»*fta*«l 3 n^y- 
^ 2 ^b^JSff*:^ — if 3 iZ.mit'fZM^'* —A- 30 

ftjs, 712, ifBHE#g:l l ^*3^r^«^*5^- 

-^4 (i»J|»S^r^S^-i^3^ib-tt^»T^^ !7- 

5 KSttStiT ^<5BiiEif— 8 fciiSfSLT^-if 

I^ni:, B^-* — /u* — 2 ^b^js;**:^-— if 
/k*, it*9ixii2Mtrsfe{^ ^-if3comT- 

- K1B«3MS\ ^*7 — KRSriifS^s/ h 7 — 

Z^t&ftWt-t&o **3, 7— Kfi^ — ifff>BfiE 5<? 
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T^6t>Wi:LtB/7LT^5, 12 2 lw*3^Tli, BSE 
^_^r^<_^ 7 co^O/n^ 9— Khi, BSE* — >"<8*a 
- KBtf##«l 6fci£fc*L<5 0 ff^4ic 
£Z>7T-<T r>af— /^JSfitt, 18*381 £3, Xtt, 2 

<z>a?* V - KW(cMtt^^ 1 2 ^r^"f 6 r $r4^ 
ttt^c *S3, HltH2"C(4, t*ejcD^iL±, 

ft * * s ^ « a-r « tc -r 5 c <t t> *rt g t? 

[0010] 

3.— !fBliE^»l 1 i-^oTiifa^ y — 2 4 (c^M 
*nrt^S^— if 3 0BfE£fTfto)fcftK, «^^— ^ 
iaiS5l3Rft3ffi¥-« l 3 J: o r o^-— if 3 ottfr »? ^ 
^.-if 3 co^5f?(^/^ Ct«-?^ ^ y ^i^"/^ 2 izm^- 

(Cctotlf^ — /u*— ^ 2 ^bO^$r^.- if 3 
fflf*-So — ifBliE^«l 1 SBfEtt«^^»T^^ 

» Kfe«o T«A#^BlE**f* 5 r id^-C^tt^o - 
— /uif — 2 ^i: otit 3.— if 3*»fe(??« 

^^-^lEM^I^l 3^tl^il, ^-if3 
&<, ffiM**urfcffi^**5fetcJ:SBSE^«E#«:Bfc 

^^aff ^^/n&^fc*^^— ^t"^C7 ^ 

ir^T-#5 <t 5(cte5 0 ^OTt#>, 
[0011] t^^S^a tlOfl^^o 

[0 0 12] «6*St» b{C*3«*5, 77>f7^-^ 
£ ^^^^tc^-rsBijE^Jtt^t-tt:^, 
BfjEO^M^Sw^m^BSo 

[0 0 13] <<> b?*y \*m 



T 

[0014] W* 3 K2 tCfcS^r-l'T!?* — /H4, — 

jftri^SBSE* — '<8 CftULT, »ff*s> h!7 — ^4 
KSittSnr^**.-* 3£BHELfcmf-, W^F-^-zu 

teiss*fta^ia: 1 3 \z±ix*<D**—f 3 co«^ k 
xoxrn**— 2 frbfrfc^z*-— *3 teas 

Itt5. -r**?**, »5RJl2 0*W{cJ:titf> 7 r 4 7 
t liBUKjflR LfcBSE*-'*KBSE&3i&fT& 

[ooi5] :7 7 ^ r £ — /uas^ffi a* b wasct 
i??ii4<4oO-SBlfctUt,, BSE*-'<*3 

£xfnmv—'<\z.w&x\,*zm*<o^—v<o»m? s —? 

[0016] «#^*fM<3> h- !7-^&»<'*:«>M:7 
w»3fr-^K&«-^, ffl^t-BSE^— ^«rlE«U BSE 

[ooi7] W**3tcj:S7r^r^*— iiff 
*y h!7-^ 4l:S«$iir^5^-!f 3£>BBE£?Tft 
ofc^J*, BSE?*— — 7 (^*!7— K1B«3MSl) 

[0018] 7r-TT /u^^i-5s&S£i:WSU 
m^-^ — ^* — ✓^BSEffltf)'** ? — K£, ^Ifiii 
ft ** *^A* + 63M«*«tf 5o 

[0 0 19] K&tt&S^M&ffiJft-rSfc 

&w^j:ti\t, m,^*—^—'<m<F>^*v~ kiss be 

So 

[0 0 2 0 ] i»JRig4 }a577^7^-^ll BUE 
^-<— ^ (a?* [7— HIE***) *3tia^^!7— K 
1 6 frh'&tz/** !7— K v&spXtfV* !7 — K 
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[0 0 2 1 ] BSE^ — ^OfcO&jg.5/2tfri;i^;* 
[0 0 2 2 ] 

V*yu3 6 ^iifa^-Y v*^3 7 MSHRSnr^S. A- 
-^3 4^3 513:, alfS^^^^yH^iBffi^a^-rSJS 
fir*>5. A-—* 3 4 Ir^Lr^ V>^ — * s> h 3 9 14 ii 
fS^^>*/i^3 6(c«JWS^, yb-^ 3 SSr^Lrttrt 
OSUO^y h 7 — ^ 3 8ttiifS ^^^^^3 7 

3 6M*jBi$*x, ^^-^if-/^3 i ttiifl^* v-* 
20 jVZ 7 \Zl%m££lX\,^Z>ZtlZtj;& 0 m^m\zx^^ 

m^te, 3. — If 2 9<^BfiEli7r >T7 £*--^3 0 g# 
3&^tT& 5 or-, BSE*— ^4:7 r >f T ^ * ttSUtw 

7— Ktt, iEm.<Dmmz®im ufc«tt«*.)fc< *s 
^ !7- i turf tt&mx$ !7— k (^y^'f^ 

9^«-iF^ — /u* — 3 1 3 Bwt^^ 

[0 0 2 3] 1, ^#>, 3.-f 2 9ttl»Wa-f4i: 
m^^— ^-<3 1 IcSsr-TS/^^ 7— KW*:BIE* — 

^— /u*— /<3 i tc^j-r-5/^^!7- mpt-sHtufc/^ 

7— Kv*:I»Lt*5<. 

[0 0 2 4 ] 2, a-f 2 9ft7y;?^A/^!7-K« 
±Kf 3 3fettot, 7 7 4 7 * — 3 0 (CBSES *fr 

f^3l r^s £ * £ t> ^*^r 7 r << 7 <} 7t — 

WSSW^TK^i:, ^yhI7 — ^±ro7 
r <T c>*— /^$r%t-^Lt, u s e r @o f f i 
ce. company, co. jp%fw. compa 
ny. co. j p t l N 0 7 — y h Xi£& a 

[0 0 2 5 ] 3, 7 7 * 7 3 0 14, ^-f 2 9 

*»feS(s Ufc!7 V^-f 7- K*0*«*BiiE* — 

^<3 2fciS 5 , BSE^:^^6o 

[0 0 2 6 ] 4, BSE*— ^liBSESrfftt 5. BSE** J* 
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rffl^fl*fifc:ftL7tj Commit'** V- KV^7 

[0 0 2 7 ] 5, 7r-fT')t-^30fj:, Pf^-^/^^ 

/i/7 1 CSot, ft 

[0 0 2 8 ] 6, 77-f7^"^30ll a. 

— f-' 2 9/5^(b(Dft^^ — /K75S**5iff V^/t^3 6 

^baa*nfc<r>t c^^acbrft^-^ — yu^— 3 

9{Cfex_£ 0 

[0 0 2 9 ] &*5, »*iBl<7>*Wtt, BfiEiJ— '<3 2 
tc^^Fn^^^£ <ox*(2#< , 7t A-3 

**K<^^r>f r — ^3 on k 

y =j>^!7-^^x->-3 ^«<^flUS<&tf»«&«JS^ 
%ZthX$& a ^y^y^^-^f-^a^ftfl 

U—r^ V^v^r A <#ijx.te\ UNIX) SrSfflL, 

^r^qa^a^SrMaj-rsr^y ^-^3 >y 7 h 
ftm$^xm&'rzb&mx&>z> t > 

^Or-^y/n-t^^^^fj;, POPSproxyr* 
6 (c.Tto !i^^2 ^ 3 £ 4 !7 — ^ 3 >"C* 

»fpi- &y ^ h ^^r(7>*a?i7D-^g|7j^^ic^-r e 

[0 0 3 0 ] B6lC*5^T, CPU (-^ ^ n^n-fr v 
if) 4 111 RAM (7y^A7^t^-e*$K^fS 
^rffi^^^y) 4 3C8jtt$ixfc^o^7A«:, RAM 
4 3 irflfcS^-f J*? 4 2 «rf^*«*i: Ltft^ Lfca*fe 

!/) CPU4 1I1 SWi:*fe±(fW^-/— R 

^f:7 a D^7A^RAM4 3C6IL, £ASM3RAM 

4 31:^^0 ^7^$rHftt5o CPU41|j:, >f —if 
* 5/ h'f — ^3i-r^4 5^r{^oTilftf-^^^^4 

Tilff^ y*/U4 8 £S«i-<5 0 &*5, #-K£ 

[0 0 3 1 ] If-** h-f^ — :7^j*4 

5 tCi§«3&**ifc£* ^7J— ^/L-r*H|Tt'<^M^7 P 
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^-<^4 5^CPU4 lKf'JP&^SriiHJSw £{Ci;o 
Tfi»**l5 (S 7 0 1) • S 7 0 2I1 fr** h 

^y^-7x<^4 5 £>ib-r — -9--* y h^-^s/ h£rtS^ 

AfflLfc^^^ h35««t*.tH*nSo #3g«£Wo:7r-f r 

<7>~C, S 7 0 3T'IP/^7h^f^WJl, I 
/<? h^ttJ&t^iO*: S 7 0 4 XfgSiSUT^So S70 

5 13, I P^^s/ hJCftBS-f h=^#*. F 

I P7 h^7§(0/^j/ h -S&at? 

^3®2Mr&;bix£o S 7 0 6fil M^i/^r^ 

6 I P^^ry HS:, iifs^>^^4 8 

7^;^yy^t5^^*t5c 4fOJ:9 

4 }\,# D l^Lttl^ I P/^3> hf^S 7 0 8fffilt 
20 Z>» 7^^^ !/ y/t5 I 7 hWtS 7 0 £ 

^sr (7r^7^"/^T) fr&fr&mm-r&o ? 

4 8 \z<Pi&'i'til£&^'*fr y bte<nx\ s 7 1 or*iift 

5 7 1 1 X&ffi'mmy* — ?^-* S 7 1 2 £#SS LT I 

[0 0 3 2 ] S 7 0 9T', 77^7") ^ yl^^ST 

^WHPrSixfcjifcbli, S 7 1 4^^c7>^?iiciitPo mi- 
Sift ^ -V y*;i^4 8 4:iiift£-££<o-Ctt;fc< , 77^7 
0 * - ^ t?ffli S di^S W (c J: 6 

ft^7« — ^/£itt?te< s FTP (File Trans 
fer Protocol) , ^TELNET (Tel 
net Protocol) (DmShh Zflblt, 

S7 14T-, F T PicHtS I P^^y h t *iJWf*ix/i: 
S7 15T*FTPpr oxyf^y}:^^ 
^^h^r^-To S7 16T, TELNETicBStSl P 
^ y h ^^JWr^tUfcW-g-W, S 7 1 7T*TELNET 

proxy f-^y^^W^^ y h S 7 1 8 

t\ pop 3tcM-rs i p^^-y h tmrnztiizm-s- 

It* S 7 1 9XPOP 3 p r o x y "f —^^\Z.^z<D ^^r 
y h ^rig-To S 7 2 0X, MK«F^O-l? v' g >^*JWf 

tt, FTPproxy ^ — ^V, TELNE 

T p r o x yf-^-y, POP3prox yf-^V^ 

^tibo77 fl y^-y3y|c^, S7i 

50 5, S7 16, S7 17Xttl?ilIP^^S'h«:«* 



11 

I^S7 2 1T'i^ix5o S 7 2 0T% MRR^ts'Va 

mm^M^^<DX\ S 7 2 h^r^^1"6 0 
3 7 2 3(1 ^>/uco^^£j&x.fct&co y ^- 

S 7 0 1 frb<oS*\*)&tfrtiM&m<n 
fft<DVtM\C'&m'tZ> 0 /j!*5, S715, S7 17, S7 
19, S7 2 1tC^^T, I P'*tr V V £ 

S715^S717taoTll^SFTP 
E L N E T [:fe1t5 7 T ^ T $ /t-CO^fgte^&l 

[ 0 0 3 3 ] M7 (D^—^/^b<D I P/^y 

hS:S(*JBiS PO P 3 p r o x y r-^y^M7 n — 
T*£>£ 0 S8 0 1I1 H 7 CO S 7 1 9X(3 S 7 2 1 b 
OIP^^7h^f(ti^MT*fc5, dCOIP^-^y 
Hi, POP 3tcBB-**5fcco|cPfi biiSOT\ JBl&t?!* 
pop 3/^;y h£P^^£lc-T6 0 — /hj— 

S 8 0 2d ^(75 I P^-jr 3, ifjcHU 

-Tixtfa^o S 8 0 3t-iflt ty^B 

tCSS^i" I Ps*try h£*S6U S 8 0 4T^- 

Tizx&m v^^x-mmi- (0705724) „ S7i 

1 . S 7 1 3 <0«L3ffi*ff *<^«l^ , S 7 2 3 

«-^55^y^->l, BI8 COS 8 0 4 O&tCjii 

[0 0 3 4 ] S801T$(tSofcPOP3/^s/K^ 

l^fcl^ibtf, S 8 0 2(7)ifiS 8 0 5l;iitfo S80 
5T15PO P Z*<*ry h^tt^It, £L&(7>fgliE&U< 

a-*j ^^9f^^tc^or^^d^*J»r-r6 0 h 
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